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INTRODUCTION

A meesage systen is secure i f  i t  can adeguately protect  the
inforuat ion i t  procesBes agaiqst  unauthor ized diecloBure, unauthor-
ized rnodif ieat ion, and the unr$rthorized withholding of i t  (also
referred to as denial  of  service).  I {e eay tradequatelyt t  because no
pract ical  6ysten can achieve these goals wi thout qual i f icat ion;
secur i ty is inherent ly a relat ive concept.  A eysten is rnul t i level
secure i f  i t  can protect  infornat ion of  d i f ferent c laesi f icat ion
levels f rm usere wi th di f ferent c learances and some users of  the
systexo are not cleared for soue of the inforrrat ion proceseed by the
8y st em.

A model of  the concept of securi ty embodied by a system i6
needed for several  reaeons: so that ueers can understand hov to
operate i t ,  so thac inplenentors can bui ld i t  correct ly,  and so that
cert i f ier6 can determine shether i te concept is consistent wi th the
relevant pol ic ies and direct ives and vhetber the implenentat ion
matcbes the concept [Land8lJ.  For tbe paet eeveral  years,  a s ingle
secur i ty nodel  (cal led the Bel1 and LaPadula nodel  Iset tZ5,reie77l)
hae d@rinated at teoptc to bui ld secure sy6tens. A system tbst
enforcee this model can protect  againet the unauthor ized discloeure
of c laasi f  ied infor:mat ion.

Unfortunately,  a eystem that str ict ly enforcee this nodel  is
also inpract ical :  in resl  sy6t€ns, usero f requent ly need to perforu
operat ione that,  a l thougb they do uot v io late eecur i ty,  do v io late
the constraints of  the nodel  [WiteZg].  For erample,  a u6er may wiah
to extract  an unclaaei f ied paragraph frm a conf ident ia l  document
and use i t  in an unclaesi f  ied docr:ment.  A system that sEr ict ly
enforcee the Bel l  and LaPadula model would have to prohibi t  th is
operat ion.  Cousequent ly,  systens developed based on tbis model usu-
al ly contain mechanisns f  or al lwing eme operat ione that are prohi-
bi ted by i t  ( " .g. ,  the rnechanisns for pr iv i leges and trusted
processes in KSOS, SCOMP, and SIG!, IA [ucCaTgrBonnSl rStotTgl  ) .  The
presence of  these mechanisns makes i t  much more di f f icul t  to deter-
mine what the actual securi ty pol icy enforced by the system ie and
tends to cmpl icate the user interface.

Inetead of adopt ing the Bel l  and LaPadula model a8 the top-
level  secur i ty model for  a ni l i tary Dessage 6ysteo, we develop a
securi ty model based more clooely on the appl icat ion. I t  is our
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intent that this nodel be the co@on ground for the designere;
inplementore, and u8er6 of the eyeten. Coneeguent ly i t  must be

developed careful ly,  i t  must use ter i lo that  are sccessible to uoerst

and i t  muet be p.e" ie" vi thout being overly fornal.  Tbe nert  aec-

t ion docr.rnegts our effort  to meet tbeee go8l8, 6nd a f iuel  eect ion

discuaeee the inpl icat iona of the Eodel in part icular areae of sye-

teo operat ion. I  tey property of the uodel ie that i t  includes the

.oo""pt  of  a nul t i level  o63""t :  thst  ie,  an ent i ty that  hs8 a c188-

ei f icat ion i tael f ,  but  nay aleo contain other ent i t ies v i th di f -

ferent c lassi f icat ion levele.

SECURITY MODEL

In thie eect ion se def ine sme ter:urs '  uoe then to epecify a

rnodel of  hon a user viewe the eystem's operat ion, and state aesunP-

t ione and assert ione based on the terme and the nodel that are

intended to be euff ic ient  to assure tbe secur i ty of  the systeu. The

secur i ty model includes the def in i t ione, the model of  operat ion,  the

aseumptione, and the aseert ione. I t  is  a revis ion of  ear l ier  work

[Land80] based part ly on the c@mente of  Schaefer,  Cooper,  Mi l ler ,

and Reenick [Coop8l ,  ]1 i11811.

Definitions

The def in i t ione given below correBpond in noet cases to those
in general  use and are given here s inply to establ isb an expl ic i t
baeis for  the model.  t {e dist inguieh between objects '  which are
single- level ,  and containere,  vhich are mult i level .  We also intro-

duce the concept of  user role8, which corresPond to part icular job-

related sete of  pr iv i legee.

Clasei f icat ion:  a deeignat ion at tached to informat ion thst  ref lects the damage

that could be caueed by unauthor ized diaclosure of  thet  inforuat iou.
A claeei f icat ion iocludee I  sensi t iv i ty level  (unclaeai f ied,

conf ident ia l ,  gecret  or  toP Becret)  and a oet of  zero or more
conpartnente (NATo, NUCLEAR, etc.) ,  The eet of  c laaei f icat ione,
together with the relat ion def ining the al loved information f lons

betweea levels,  fotms a lat t ice [Denn76l .

Clearance: the degree of  t ruet  aeeociated vi th a Person or device.  For a

per6on, tUie is eetabl iehed on the baeie of background inveet igat ions
and on tbe baeia of tbe fuuct ions required of tbe individual (need-

to-know). I t  is expreased in the eame say a8 claseif icat ions are, a8

e sensit iv i ty level and a (poesibly nul l )  compartment eet.  In a

secure l t l4S, Lach ueer wi l l 'nave a clearance, and funct ione performed

by the uuS f  or tbat user rnay check the user 's clearance aod tbe

claeai f icat iong of  objects Lo be operated on. Devices such ae disks'

pr inters,  tape dr iveal  and the screen of  a ueer 's terginal  may aleo
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have clearances that def ine the higheet c lsaei f icat ion of  infornat ion
that tbe device may 6tore.

Effect ivee clearance: a c learance level  for  a device that is less than
or equal  to the c learance of  the device.  The ef fect ive c learance
level nay be set lorrer than the actual c learance in order to prevent
roore higbly c lasei f ied inforuat ion f rm appear ing on the device (even
though the device is author ized for euch informat ion).

UserID: a character etr ing ueed to denote a u6er of  the sy6ten. To use the
MI.!S, I  person must present a ueerlD to the systeur,  and the Eystem must
authent icate that  the user is the person correcponding to that  ueer lD.
This procedure is cal led Logging in.  Since clesranceo are recorded on
the besie of  one per user lDr{each user should have a unique user lD,

Ueer:  a person who ie author ized to use the MMS.

Role:  the funct ion the user ie perforrr ing,  euch as donngrader,  re leaser,
etc.  To act  in a given role the user must be author ized for i t .
Some roles Bay only be aesumed by one user at a t ime. Ll i th each
role comes the abi l i ty  to perforn certain operat ione. A uaer may
change roles wi thout logging out and logging in again.

Object :  an abstract ion iurpleoented by an Ml lS.  An object  is  the snal lest  uni t
of  inforuat ion in the systen to which a c lasei f icat ion ie erpl ic i t ly
at tached. An object  thus contains no other objects --  i t  is  not
nul t i level .  There are maoy kinde of  objects;  an example ie the
date-t ime group of  a meesage.

Container:  an abetract ion inplemented by an Ml, tS. A container hae a
claesi f icat ion and may contain objectg (each with i te own
classi f icat ion) and/or other containers.  Message f i lee and messages
are containers.  Sone f ie lde of  e meseage (such as the tert  f ie ld)  *"y
be contaioers aB wel l .  The digt inct ion between an object  and a
container is based on i t6 type, not i ts current contents:  a container
is st i l l  a conteiner even i f  i t  is  enpty or i f  a l l  the objects i t
containe are c laeei f ied at  the same level  ae the container i teel f .

Ent i ty:  e i ther a container or an object .

Minirnuo clearance: an at t r ibute of  sone containers.  For some containers,
i t  is  i roportant to reguire a nininum clearance, so that i f  a ueer does
not bave at  least  th is c learance, he cannot v iew any of  the ent i t iee
within the container.  The claaei f icat ion of  such containers ie marked
with the at t r ibute | tMinimum Clearance ( l tC)t t .  For example,  a user wi th
only a conf ident ia l  c learance could be probibi ted f rm viewing just
the conf ident ia l  paragraphs of  a uessage classi f ied top secret .  0n
the other band, a rnecsage f i le night contain both top secret  and
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conf ident ial  neeeages, and i t  would be acceptable to al los the ueer in
queat ion to vien the conf ident ial  ones, even tbough tbe container
(neeeage f i le)  ae a whole is c laegi f ied top eecret .

UID: unique ident i f ier.  Every ent i ty ie named by a unique ident i f ier.

Direct  reference: a reference to an ent i ty ig direct  i f  the ent i ty 's UID is
used to name i t .

Indirect reference: a reference to an ent i ty ie indirect i f  a aequence of
ent i ty names ig ueed to nane i t .

Operat ion: a funct ion that can be appl ied to an eat i ty.  I t  nay ainply
return inforoat ion f rm that eat i ty (e.g. ,  d ieplay a me6sage) or
i t  nay al ter  the eat i ty ( forvard a mesaage),  or  both (cmpose a
meBSager.

Accees Liet :  a set  of  paire (ueer lD or role,  operat ion) that  is  at tached to an
ent i ty.  Tbe operaEione that may be speci f ied for  a part icular ent i ty
depend on the type of that ent i ty.  For meesagea, operat ione night
include create,  deetroy,  update,  reply,  fonardr €tc.  The existence
of a part icular pair  on the accees l iet  inpl iee that the uaer
corresponding to the epecif ied userlD or role ie autborized to invoke
the epeci f ied operat ioa on the ent i ty to vhich the l iet  is  at tached.

l leeeage: a part icular k ind of  container.  A nesssge nay include a subject
f ie ld,  date-t iue group, addressee l iet ,  draf ter  ident i f icat ion,
releaser ideut i f icat ion,  t ,er t ,  cment,sr  and addi t ional  f ie lde as
welI .  l lbether a given f ield is inplemented a6 an object or a
container Day vsry frm one MMS fani ly menber to snother.

gseE's gi€E &t UUg gurrsFisp

I {e preaent tbe fol lor iug as a model of  the use of a secure MHS.
Terrs def ined abwe are pr inted in upper case.

People iui t iate uee of the eysteo by loggiug in.  To log in,  a
person present8 a USERID and the systeo perfome autbeot icat ion,
using passvorde, f ingerpr int  recognit ion, or any appropriate tech-
uique. Fol lor iug a eucceaeful  authent icat ion, the USER invokes
OPERATI0NS to perforn the fuactiona of the uessage By8teo. The
OPERATIONS a USER nay iwoke depend on hie USERID and his current
ROLE; by applying 0PEMTIONS, the USER may viw or nodify OBJECTS or
CONTAINERS. Tbe syBteo enforcee the securi ty aseert ions l isted
belorr ( i .e. ,  i t  prevente the ueer from perforning OPBMTIONS tbat
would contradict  tbeee ageert iona).
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I t  v i l l  a lwaya be poesible for  a val id user of  a message eyetem
to coEpr@iee tbe infornat ion to rbicb he bae legi t inate access. To
make the depeodence of 6y8teu eecuri ty ou tbe behavior of i te u8er8
expl ic i t ,  ve l is t  the fo l lwing asaunpt ione. These aeeuopt ionc are
real ly secur i ty aesert ione that can only be enforced by the usere of
the systen.

A1. The Syeten Secur i ty 0f f icer (SS0) is aseumed to assign clearancee and
roles proper ly to user6.

A2. The user is ageumed to ent{r  the appropr iate c laesi f icat ion when
cmposing, edi t iug,  or  reclassi fy ing inf  onnet ion.

A3. 9i th in a c lassi f icat ion,  the ueer is aesumed to addreos Eesaages and
control  acce68 l iete for  ent i t ies he crestes eo that only ueers
vi th a val id need-to-kn6r can viev the information.

A4. The user is assumed to control  proper ly infornat ion extracted fron
containere marked with ninimun clearance 1eve1s ( i .e. ,  to exercise
discret ion in noving that informat ion to ent i t ies that  Eay not
have minimum clearance levels epeci f ied).

The esgence of  theee aseurnpt ions ie that  nhen there is no other
source of inforurat ion about the claseif icat ion of eonething, or the
clearance of  smebody, tbe user is aseu,med to provide infornat ion
that is correct .

$Essr*Fy AasprFipns

Tbe fol locing statements are
nult i level eecure Ml. lS:

Author izat ion 1.

Clas s i f  icat  ion
hierarchy

Vier ing

to be demonetrated to hold for a

A user can only invoke operat ions on an ent i ty i f  the
user 'e user lD or current role appears on tbe ent i ty 'e
access l is t  wi th the operat ion that ie beiog invoked.

Tbe clasei f icat ion of  any container ia alvays at  least
ae high as the marimun of the claaeif icat ione of the
ent i t ies i t  coutaine.

A ueer can only viev (on 6ooe output nediun) an ent i ty
r i th a c laeei f icat ion lese tban or equal  to the greatest
loner bound of t t re user 'a clearance and the effect ive
clearance of tbe output nediun.
( fUia aeeert ion appl iee to ent i t iee referenced ei ther
direct ly or indirect ly.)

2.

3.
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Vieviug
l,{C

ent i t ies

Ertract iug
informatiou

Clearance-
8et t ing

Eff  ect ive
clegranceg

Dovngrading

Releasing

DISCUSSION

Although se vies the nodel ae
cueeion of  i te appl icat ion in e@e

4, A uaer can only viev an indirect ly referenced ent i ty
sithin a container marked rrMinfuruo Clearance[ if tbe
user '  s clearance ie greater than or equal to the
claegi f icat ion of  that  container.

Inforurat ion reooved frorn an object inheri ts the
claasi f icat ion of  thet  object .

The clearance recorded for a userlD or device can only be
8et or changed by a user vi th the role of sy6tero eecuri ty
of f icer.

Tbe effect ive clearance of a device is alwaye lees than
or egual  to i te c learance.

No claasi f icat ion marking can be dorrngraded except by a
ueer vi th the role of dorrngrader.

9.  No message can be released except by a user v i th the role
of releaser.  The user lD of  the releaser muet be recorded
in the ' r re leaser" f ie ld of  the message.

5.

6.

7.

g.

def ined above to cmplete,  a dis-
epeci f ic  case6 ehould c lar i fy i ts

ef fect  s .

l .  l {bat  preveuts a ueer f rom copying a c laesi f ied ent i ty to an unclasei f ied
ent i ty?

Tbe elaaeif icat iou of the ent i ty being copied accompaniee the data.
l {oving claeei f ied data to aD unclagai f ied eut i ty ie a v io lat ion of
aegert ion 8 (unless the ueer regueet ing the operat ion is the
downgrader) ,  s ince tbe claeai f icat ion of  tbe data in quest ion is
effect ively cbanged by tbe operat ion.

2- t lhat about copying a part  of  an object into anotber object?

4 part  of  an- object  ioher i ta the c laeai f icat ion of  the whole object
(aseert ion 5).  Thue uoving part  of  an object  into another object  ie
dioal lmed by aseert ione 2 and 5 unleee the objecte have the eame
clasai f icat ion.  Note that  th is constraiut  doee not sf fect  the user 's
abi l i ty to remove an unclaesif ied paragraph (au object)  f ron a
conf ident ial  docuuent (a container) and use i t  in an unclaseif ied
document (another container).
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3.

4.

Doee a uaer have a t t login levelrr  ( i .e. ,  a c lassi f icat ion leee then or
equal  to the user 'e c learance, deter. 'o ined at  login,  that  def inee hie
maxisrun effect ive clearance for thie eeesion)?

Login level  ie not expl ic i t ly  part  of  tbe nodel ,  but  the ef fect  of  a
login level is obtainable through the effect ive clearance of the
user 'e terminal .  The clearance of  the terninal  scts a8 an upper
bound on the claeaif icat ion of informatiou that can be dieplayed
on i t  (assert ion 3).  The ef fect ive c learance of  tbe teminal  can be
ueed to enforce a more etr ingent reetr ict ion i f  tbe uaer deeiree
(aseert ion 7).

Processes do not appear in theiuoder,  but  eurely s i l r  be present in the
i .npleneutat ion.  Eov r i l l  their  act iv i t iee be constrained?

Operat ione, rather than processea or prograns, are in the model
becauee they are c loser to the user 'e v i f l  of  the system. To the
user,  the eyeten offers funct ions that nay be invoked by typing
str inga of  characters,  puehing funct ion keye, etc.  Each funct ion can
be understood by the ueer as an operat ion. In tbe inplementat ion,
processe6 are constrained to prevent any funct ion that nould
contradict  the aesert ions.

5.  I {h ich ent i t iee in a part ieular measage systeo r i l l  be cootainere and
whicb wi l l  be objecte?

Tbis decisiou ie real ly part  of  tbe next lorer level of  detai l  f ron
the etated nodel .  Soue l ikely choices ere that  Eessages and measage
f i les wi l l  be containere and that tbe date-t iqe group si l l  be ao
object .  I t  ie not Decesssry that  a l l  Desssge syst€ms iu the faoi ly
nake the eame cboicee. I f  tvo message systen8 tbat ncke di f ferent
choicee comunicate, of  course, oosre EeEhod of napping betveen those
things that are objecte io one Eysteo and containere in the other muet
be def ined.

6. Eorr does a user refer to an object or a eontainer?

Each eut i ty hae a unigue ident i f ier  (urD) that  ie system-g€nerated.
A ueer (or a prograrn be invokes) can refer to an ent i ty
by i te UID or by a synbol ic name (a pathnaue; for example,
" the th i rd object  in the container cal led t t l . lsc l t ' ) .  The foruer is
cal led a direct  reference and tbe lat ter  an indirect  refereuce.

IJhat pol icy goverDs sccesB
(Ie the c laeei f icat ion
tested, and with what

to aD object in a container?
of the container or of  tbe contente

is i t  conpared)?

7.

130



The aneser to thie guest ion dependa on the type of accegs (the
operat ion invoked) and whether tbe reference ie direct or indirect.
I f  the object  is  referenced direct ly for  v ieving, aeeert ion 3 givea
appropr iate reetr ict ion.  I f  the reference ia indirect ,  there are
trro csses dependirg on rhether or Dot t ,he object ie vi thin a container
marked MC. I f  i t  ie,  both aseert ione 3 and 4 have an af fect ,  other-
wiee, only aeeert ion 3 ie relevant.  I f  t .he operat ion bas ef fects
otber tban the vioing of objecte, the other aseert ions l ray impoee
constrainta.  Aseert ion I  a lvaye requiree that the user (or bis role)

'be on the accesa l is t  for  the ent i ty-operat ion pair  epeci f ied.

8. Is tbere anything in tbe system that ie not (or is not gart  of)  an ent i ty?

9.

Fron the user 'e point of  v iev, no. There nay be etructures in
the i rnpleoentat ion that the user is unaware of and that
would be di f f icul t  to aaeign a legi t inate c lassi f icat ion to
(such as internal operat ing Bysten queues, perhaps).  Anything
the user can create,  d ieplay,  or  nodi fy,  hwever,  muet be
(or be part  of)  sn ent i ty c '

What are the relat ionebipe among a user,  aD operat ion he i ,nvokes, and
progrsns that tbe operat ion nay invoke on his behalf? (For exanple,
what pr iv i legee do the programs inheri t ,  how is i t  detenrined whether
a given invocat ion ie al losed under the secur i ty pol icy?)

A uaer has a clesrsnce recorded in the Bystern. I {hen a
uaer invokes an operat ion,  h ie c learance (and hie role,  and the
appropr iate device c learances and ef fect ive c learances) control
tbe operat ion.

There are no integri ty levele or controle def ined in the nodel.  I {bat
preventB accidental /nal ic ioue nodi f icat ion of  eensi t ive data?

Tbe reasone for ooi t t ing integri ty levels have been discuesed in
a sepsrate meao [Land82].  The al lerat ion of  c learance or
clasei f icat ion data is covered in the given eet of  assert ions.
Any al terat ion of data must presu-ably be accompliehed by a user 's
invokiug an operat ion; hie authorizat ion to invoke that operat ion
ie required by assert ion l .  Speci f ic  cases may be treated in
addi t ional  aeeert ions s in i lar  to aeaert ion 9.

10.
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