Sailing Away!

our years ago, | was honored and pleased to take

the helm as editor in chiet of IEEE Security &

Privacy, and in accordance with IEEE Computer

Society publication policies, my watch is ending.

You'll next hear from John Viega, our new editor in chief, in

this space, and I know he has some
exciting plans for the magazine.

For my part, I first want to ac-
knowledge the tremendous con-
tributions of the volunteers who
write the articles and departments
we publish, who provide the re-
views and recommendations that
keep our content timely and of
high quality, and who keep us in
touch with the international tech-
nical community in security and
privacy. Equally, I appreciate the
contributions of the professional
staff that does the editing, artwork
and production; monitors the peer
review process; and markets the
magazine. I've thoroughly en-
joyed working with all of you.

I offer special thanks to Fred
Schneider, who on countless oc-
casions has provided valuable
comments and advice on matters
of writing and policy, and Marc
Donner, who has faithfully re-
viewed much of the content of
each issue before it goes to press
and improves its quality in nu-
merous ways. Gary McGraw, in
addition to faithfully producing
Silver Bullet podcasts and inter-
views, has been a tireless advocate
for the magazine.

This is an appropriate time to
take stock. Have we (as a field, not
as a magazine) made progress in
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the past four years? What are the
prospects for the future?

A forecast 1 made publicly
(though not in this space) four
years ago was that things would
get worse before they got better
(but that they would get better),
and that we were likely to see more
integration of protection mecha-
nisms into hardware. It’s fair to
say that things have indeed gotten
worse. What we have seen in the
past four years has been an increas-
ingly visible and escalating threat.
The most dramatic example for
me this year was the discovery and
analysis of the Stuxnet malware,,
which for many people has moved
the threat of sophisticated attacks
against industrial control systems
from hypothetical to real. And the
attackers very often succeed. Ear-
lier this year, the revelation that
Google’s email service had been
hacked and its corporate response
to that attack likewise raised public
awareness of the threat to widely
used cyberinfrastructure.

One of the most significant
events of the past four years has
been the recognition by those
who control public policy at the
highest levels that the threat to
both military and civilian sys-
tems is real, and they have begun
to act on that basis. In the US, a

major government initiative (the
Comprehensive National Cyber-
security Initiative) began in secret
more than three years ago, and is
now largely public.>? While the
major costs of this program are
driven by near-term measures to
stem the tide of information flow-
ing out of defense and other gov-
ernment systems, the program has
also provided some impetus and
funding aimed at “changing the
game.” More recently, the UK
launched a public national cyber-
security initiative stimulated in
large part by growing financial
losses from cybercrime.

Several significant events in the
past four years have raised the pro-
file of international cyber conflict.
Relatively unsophisticated, politi-
cally motivated denial-of-service
attacks were able to cripple com-
merce in Estonia. The conflict
between Russia and Georgia pro-
vided an example of how military
and cyberattacks might be coordi-
nated. The US has recently created
a full-scale Cyber Command that
will presumably focus on warfare
issues in cyberspace. International
policy in this area remains very
much an open question.

On the privacy front, the
rush to embrace social network-
ing systems and, in particular,
Facebook has precipitated many
dramatic and disturbing privacy-
related incidents. It sometimes
seems that today’s youth have no
interest in privacy—until they
consider the effects of “friend-
ing” a parent. A recent series of
investigative articles in The Wall
Street  Journal  (http://online.ws;.
com/public/page/what-they
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-know-digital-privacy.html) has
spotlighted common but largely
hidden business practices for on-
line user tracking and identifica-
tion. Some of these also involve
Facebook, but many are in much
broader use. The exposure of im-
ages by Google Earth, as well as
Google’s apparently inadvertent
vacuuming up of wireless data, has
evoked legal action in Europe and
added another dimension to pri-
vacy discussions. Again, the threat
seems to be growing, but the pub-
lic understanding and concern
seems to be growing as well.
Technology has advanced in-
crementally but significantly in
There has
a bit of migration of security-

several areas. been

related mechanisms into hardware,

investments in software develop-
ment processes and tools seem
to have had a significant effect
on its products. But the response
from the attack community has
been simply to target vulnerabili-
ties in other companies’ products,
and there has been no shortage of
these. There has also been gradual
progress in development of au-
tomated tools for assuring that
complex networks are configured
according to a specified security
policy; this work has the potential
to remove significant classes of op-
erational vulnerabilities.

In sum, the threat is up, aware-
ness is up, technology for dealing
with the threat has advanced and
is perhaps keeping up, but barely.
What of the future?

though less than I expected. The
technology for analyzing pro-

to mature and has produced sev-
eral tools in active use. Microsoft’s

grams for security flaws continues I n the near term, we must learn
to swim with the sharks. Both
the software and the hardware

Southern Methodist University

Department of Computer Science and Engineering
Faculty Position in Computer Science and Engineering Position #053269

The Department of Computer Science and Engineering in the Lyle School of Engineering at Southern
Methodist University invites applications for a faculty position in computer engineering beginning
Fall 2011. Individuals with experience and research interests in all areas of computer science and
engineering are encouraged to apply. Priority will be given to individuals with expertise and research
interest in computer security, including secure software and/or hardware architectures, information
assurance, secure embedded systems and control, and related areas. The search is focused at the
tenure-track assistant professor level. The successful candidates must have or expect to have a Ph.D.
in computer science, computer engineering, or a closely related area by date of hire. Successful
applicants will demonstrate a deep commitment to research activity in computer science and
engineering and a strong potential for excellence in teaching.

The Dallas/Fort Worth area, one of the top three high-tech industrial centers in the country, has the
largest concentration of telecommunications corporations in the US, providing abundant opportunities
for industrial research cooperation and consulting. Dallas/Fort Worth is a multifaceted business and high-
tech community, offering exceptional museums, diverse cultural attractions, and a vibrant economy:.

The CSE Department resides within the Bobby B. Lyle School of Engineering and offers BS, MS, and
Ph.D. degrees in Computer Engineering and Computer Science, the Doctor of Engineering in software
engineering, and the MS in Security Engineering and Software Engineering. The department currently
has 15 faculty members with research concentrations in security engineering, software engineering,
computer networks, telecommunications, data mining, database systems, VLSI and digital systems,
computer arithmetic and bioinformatics. Additional information may be found at:

www.lyle.smu.edu/cse.
Interested individuals should send a complete resume and names of three references, including a one-
page statement of research interests and accomplishments to:

csesearch@lyle.smu.edu

or
CSE Faculty Search, Position #053269
Department of Computer Science and Engineering, SMU
Dallas, TX 75275-0122

The committee will begin its review of the applications on or about December 1, 2010. To ensure full
consideration, applications must be time and date stamped before December 1, 2010. However, the
committee will continue to accept applications until all positions are filled.

SMU will not discriminate on the basis of race, color, religion, national origin, sex, age, disability, or
veteran status. SMU is committed to nondiscrimination on the basis of sexual orientation. Hiring is
contingent upon the satisfactory completion of a background check.

on which we increasingly depend
come from all over the world,
from sources of which we have lit-
tle knowledge and less control. To-
day, we need to teach vigilance to
users, we need tools that will help
us distinguish valid from fraudu-
lent websites and that will help us
validate that our systems are con-
figured as securely as possible. For
the long term, we need to get out
of these shark-infested waters and
into some trustworthy vessels. We
need new computing platforms
and networking
that raise the cost of attacks to
the point that the sharks go else-
where. This activity requires both
long-term investment and careful
attention to transition paths. As a
reader of this magazine, you have
an important role to play in these
processes. Please act! O
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